Trafficking and HIPAA

Introduction
As health care professionals (HCPs) become increasingly aware of human trafficking (HT) and recognize their role as first responders, they are sometimes thrust into a position at the intersection of health and law. HCPs who work in emergency departments (ED), urgent care centers, reproductive health clinics, and community health centers may be the first to encounter a patient whom they suspect of being trafficked (Chang, Lee, Park, Sy, & Quach, 2015; ChisolmStraker et al., 2016; Gibbons & Stoklosa, 2016; Lederer, & Wetzel, 2014; ) . Recent literature indicates that HCPs have a role to play, but some are reluctant to become engaged (Beck et al., 2015; Becker & Bechtel, 2015; CdeBaca & Sigmon, 2014; Grace, Ahn, & Konstantopoulos, 2014; . One reason may be a lack of clarity about matters related to patient privacy as delineated by the Health Insurance Portability and Accountability Act (HIPAA). This paper lays out key questions and answers, as well as a simple algorithm, to assist the United States (US) based HCP in caring for trafficked patients while complying with HIPAA. 1 Specifically, it is written for HCPs who are recognized as "covered entities" by HIPAA (Centers for Medicare and Medicaid Services, 2013) . We recognize that state and federal laws change over time. This article is not meant to substitute for formal legal advice. Furthermore, we limit our discussion of mandated reporting to its relationship with HIPAA. To our knowledge, this is the first paper to address HIPAA privacy concerns in relation to HCP referral and reporting on suspected cases of HT.
Case Scenarios
1 As experts in health and human trafficking, we consulted with medico-legal HT experts to confirm that our application and framing of HIPAA was accurate.
Trafficking and HIPAA
The following scenarios illustrate four different potential human trafficking clinical encounters. At the end of this paper, the cases are discussed briefly in the context of HIPAA and suggested responses are presented.
Case 1: Mandatory reporting
A 15-year old female is brought to a community health center by her parents for evaluation of pelvic pain. Human trafficking of minors falls under mandated reporting requirements for HCPs in this state. The HCP interviews her without her parents present. The HCP first discusses the limits of confidentiality with the patient before starting a conversation that might lead to a disclosure. The patient eventually discloses that she has had more than 20 sexual partners, typically does not use condoms, and has a change in her vaginal discharge. Upon further discussion, she shares that, for the last three months, she has been forced by a gang to engage in sex acts at a nearby motel every Friday night. Her parents have no idea and think she just stays out late on weekends. The patient tests positive for gonorrhea and chlamydia. The patient does NOT want her exploitation reported since her parents would be mortified and the gang may retaliate.
Case 2: Disclosing protected health information (PHI) with permission
A 25-year old female is brought into the ED by her cousin and has a deep laceration on her left palm. The patient is originally from Guatemala and has a limited vocabulary in English.
She is living with her cousin here in the US while applying for US citizenship. Additional history obtained from the cousin reveals that the laceration occurred while the patient was preparing dinner. The nurse notices bruising on the upper arms and recognizes the need to interview the patient alone about possible physical abuse and/or labor trafficking. Ultimately, the patient discloses that she is in a dangerous situation, which includes elements of labor and sex 1  2  3  4  5  6  7  8  9  10  11  12  13  14  15  16  17  18  19  20  21  22  23  24  25  26  27  28  29  30  31  32  33  34  35  36  37  38  39  40  41  42  43  44  45  46  47  48  49  50  51  52  53  54  55  56  57  58  59  60  61  62  63  64 4 Trafficking and HIPAA trafficking and asks for help to leave her situation. She agrees to allow the HCP to speak with community-based service providers outside the hospital in order to coordinate her care. The paramedic also states that a vehicle followed the ambulance to the hospital. On exam, the patient is confused, and seems to be under the influence of a substance. He is dressed in tight fitting clothing. He shares that "Derek" said he was going to put a "crack in his skull" because he did not bring home enough money last night from a "date." Hospital security personnel alert the HCP to the fact that there is a man who keeps coming to the front of the ED inquiring about the patient's whereabouts and making threats. Security is visibly fearful of this man.
HIPAA Overview
The following section provides, in a question-and-answer format, some of the HIPAA basics, followed by the resolution of the case scenarios presented.
Question:
What is HIPAA? 
Question: Which entities must comply with HIPAA?
Answer: HIPAA uses the term "covered entities" to describe who must comply with HIPAA.
"Covered entities" include most HCPs (referred to as "health care providers" in the HIPAA policy), health plans and "healthcare clearinghouses" (such as billing or management companies using health information). The Centers for Medicare and Medicaid (2013) provide an online tool for determining covered entity status. In addition, subsequent to passage of the Health Information Technology for Enforcement and Clinical Health Act of 2009, "business associates", which provide services to or for the benefit of covered entities, are also directly subject to HIPAA compliance and reporting requirements with respect to the PHI they come into contact with when providing those services. If a HCP is not a HIPAA covered entity or the business associate of a covered entity, the HCP is not subject to HIPAA in relation to disclosures of PHI.
Question: What is protected health information (PHI)?
Answer: HIPAA defines PHI as "individually identifiable health information," which "identifies the individual or for which there is a reasonable basis to believe can be used to identify the individual" (name, birthdate) and includes certain demographic information concerning medical conditions (past, present, and future), the dates of medical care provision, and information related to the payment of rendered care (DHHS, n.d. (a), p. 3; DHHS, 2013a).
Question: When is a PHI disclosure permitted ?   1  2  3  4  5  6  7  8  9  10  11  12  13  14  15  16  17  18  19  20  21  22  23  24  25  26  27  28  29  30  31  32  33  34  35  36  37  38  39  40  41  42  43  44  45  46  47  48  49  50  51  52  53  54  55  56  57  58  59  60  61  62  63  64 Below, we elaborate on these permitted disclosures as they relate to HT and HIPAA. (Atkinson, Curnin, & Hanson, 2016) . When such reporting is mandated, the reporting must be made only to the legal entity authorized to receive these reports, and should include a disclosure of only the information required under mandated reporting laws.
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Case Resolutions
General Principles
When a HCP suspects a patient is a HT victim, the core of the approach should be patient-centered and trauma-informed. A trauma-informed interviewer and a professional interpreter, when English is not the first language, should be drawn into the process if at all possible, and the patient interviewed alone. The patient should be informed of the limits of confidentiality prior to the interview. Multidisciplinary care for a victim of HT should be guided by the patient's stated needs, state laws, and will likely take many forms, including medical and mental health care, connection with shelter, substance use disorder treatment, etc. (see Figure 1 for possible paths). Each of the cases below illustrates the importance of having a healthcare system wide response protocol in place that standardizes and tailors this care (Baldwin, 
Case 1: Mandatory reporting
This case takes place in a US state where human trafficking of those under the age of 18 falls under mandated reporting requirements. It is implied that the parents will find out. It is recommended that the HCP talk at length with the patient to explain what needs to be done, and volunteer to help her tell her parents (e.g., offer to be in the room, and even offer to tell the parents, if that is what she wants). Moreover, the HCP should have a long discussion with the parents, emphasizing the child's victim status (she is not to blame) and the need for the parents to   1  2  3  4  5  6  7  8  9  10  11  12  13  14  15  16  17  18  19  20  21  22  23  24  25  26  27  28  29  30  31  32  33  34  35  36  37  38  39  40  41  42  43  44  45  46  47  48  49  50  51  52  53  54  55  56  57  58  59  60  61  62  63  64 9 Trafficking and HIPAA support and protect her. The HCP should ask if the patient wants to be present when the authorities are called, so she can tell them what she thinks they need to know.
Depending on state law, reporting may be made to Child Protective Services (CPS) and/or LE. According to HIPAA, the report should include a disclosure of only the information required under mandated reporting laws. Note, it is important, where possible, to work with CPS and LE staff that have been trained specifically on trafficking because of the unique needs of this population and the potential for unintended harm to the patient by untrained CPS or LE staff.
The National Human Trafficking Hotline (NHTH) may be helpful in identifying trained CPS or LE staff. Through grants from the US DHHS, the 24/7/365 hotline (1-888-373-7888), is available in over 200 languages, for any caller who needs information and guidance on matters concerning HT. Because of the concerns for safety related to potential gang retaliation, regardless of mandated reporting, referral to LE may be considered as a part of safety planning.
The HCP should emphasize to LE the child's fear of gang retaliation and the special need for safety measures.
The question arises about what to do in the rare circumstance when caring for a child who is being trafficked and the state does NOT require mandatory reporting. In these scenarios, just as in caring for adult victims of trafficking, a clinician should connect the patient with the multidisciplinary resources that best match his/her stated needs and are most likely to improve his/her safety and health.
Case 2: Disclosing PHI with permission
This patient's story raises concerns for trafficking, signals the patient's request for help, and illustrates how protected health information (PHI) can be disclosed with the patient's permission. The consent is ideally in the form of written authorization, but may be in verbal 10 Trafficking and HIPAA form, and should be documented in the medical record (DHHS, n.d. (b) ). Depending on the patient's goals and existing HT health system protocols, the response may first include utilizing social workers and/or contacting the National Human Trafficking Hotline (NHTH) in order to identify local non-governmental organizations that could provide resources such as housing, substance use disorder, or legal services. The ideal is for the patient to speak with NHTH directly so that the case can be discussed in detail. If the HCP calls the NHTH, the hotline can provide technical assistance including accessing community HT resources. If the HCP contacts the NHTH and has consent from the patient to share PHI, he/she may discuss the case in detail with the NHTH. When calling NHTH without explicit consent from the patient, it is important to share only non-PHI, possibly using hypothetical questions such as: "If I were caring for a male patient from the US who may be labor trafficked, what are local legal services that I can access?
Are there any shelter options?" Note, in this example, the HCP mentions the type of trafficking and gender but does not disclose the date of service.
Case 3: Need for guidance in caring for a potential victim of HT
This case raises the HCP's index of suspicion for trafficking but she needs further guidance on how to explore the possibility of HT with the patient as her facility does not have a protocol in place. As stated previously, it is essential that a trauma-informed interviewer be present, that the patient be interviewed alone without the person who accompanied him/her, and that a professional interpreter be used when the patient's first language is not English. The HCP may choose to access her facility's multidisciplinary resources such as social workers or external resources such as the National Human Trafficking Hotline (NHTH) to gain guidance on questions to ask. The NHTH call specialists are trained to speak with health care providers, and 1  2  3  4  5  6  7  8  9  10  11  12  13  14  15  16  17  18  19  20  21  22  23  24  25  26  27  28  29  30  31  32  33  34  35  36  37  38  39  40  41  42  43  44  45  46  47  48  49  50  51  52  53  54  55  56  57  58  59  60  61  62  63  64 11 Trafficking and HIPAA walk them through potential screening questions. (See Case 2 discussion for details about engaging NHTH with and without patient consent.) Importantly, the ultimate goal of a clinical encounter like this is not disclosure or rescue. If, after further exploration, the patient does not disclose human trafficking, the HCP should still consider providing safety planning and anticipatory guidance to the patient as they may be at high risk for trafficking. As a safety line, the NHTH number can always be discreetly given to a potential victim, for him/her to call or text at a later date (Call: 1-888-373-7888; Text: HELP to BeFree (233733) ). In addition, a follow-up appointment may be made with the patient to return. Overall, it should be clear that the health care setting is a safe haven for the potential victim to return.
Case 4: Disclosing PHI without consent, due to imminent threat to safety
This case raises the issue of imminent danger. As the patient is fearful himself, he might consent for LE involvement, so he should be asked. However, in this case, there is also perceived imminent danger to the patient and to the staff, and calling LE without the patient's consent is permitted by HIPAA. It is important to understand that trafficking survivors may have prior warrants or charges related to their trafficking exploitation, and so involving LE must be done carefully with LE who have HT training. A minimal amount of information should be disclosed.
[place Figure 1 
Conclusion and Recommendations
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Step 3: Display posters or public information that will encourage HCP awareness of HT, and presence of HT protocol. ‡
Step 4: Evaluate and modify the protocol based on data collected, patient outcomes, stakeholder feedback & changes in laws and policies.
